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[Iporpama ¢axoBoro BeTynHore BUNpoOyBaHHsA [0 ACHiPaHTYPH 3a raiy3sio
snanb 12 «Indopmaniiini rexnonorii 3a cnenianbhictio 125 «Kibepbesneka ta saxuct
iHpopMmauii» BimoOpaxae ksanmidikauiini BMMOrH [0 TEOPeTHYHHMX 3HaHb
NpeTeHAeHTIB /UM BCTYMY 10 acnipaHTypH.

Ilporpama € OCHOBOK s (HopMyBaHHs T[epenikKy TNHTaHb BCTYMHOIO
BHITPOOYBaHHA H CKJIalaHHs eK3aMeHalifHux OineTis.

MeTo CcKIaJaHHs BCTYNHOrO BHNpoOYBaHHA € mnepeBipka i OUiIHIOBaHHA
(hyHIaMeHTANBHUX 3HAHb BCTYIHHUKIB i3 OpraHi3aiifiHo-TeXHIYHUX Ta MPABOBUX OCHOB
zabe3rneveHHs 3axUCTy JIFOJMHH, CYCNIBCTBA, Aepwkapu; 3abesnedyeHHa Oe3nekH
indopmaiii B iHbopmauifiHux, TerekoMmyHikauifiHux Ta  iHdopmauiiHo-
TeJeKOMYHIKAUIHHWX CcHCcTeMax; ynpasmninus indopmatiiiHolo Oe3nexoio, HIO €
MepelyMOBOIO OLIHKH MOJMIMBOCTEH /Ul IPOBENEHHS HAyKOBHX JOCIIIKEHb 3
0OpaHol ramsysl HayKH.

daxoBe BHIPOOYBAHHS MPOBOIMTHCH 3 METOK) BHSABIEHHs 3HAHb, BMiHb,
KOMIIETEHTHOT 3/IaTHOCTI MIOJO 31HCHEHHs HAYKOBUX [OC/ILKeHb, SIKHMH MOBHHEH
ponofdiTH (axiBeup 3a ramyssio 3HaHb 12 «ludopmauiiini TexHomorii» 3a
cneniansuicTio 125 «Kibepbesneka Ta 3axuer indopmariii».

1. OPIEHTOBHHWH MEPEJIK MATAHB /1JIs1 MATOTOBKHA J0O
BCTYIIHOI'O BUITPOBYBAHHA

1. Oprauidauiiino-TexHiuni Ta npaBoBi 0CHOBH 3a0e3MeueHHs 3AXHCTY JIOAHHH,
CYCHiILCTBA, JePiKaBu

1.1. Tlonstrs «HalioHanbHa Gesnexa». Buau Ge3nexu: fepikaBHa, eKOHOMIYHA,
cycrminbHa, BiifcbkoBa, exonoriyna, inpopmauiiina. OcHOBHI BHIM  3arpos
HalioHaneHil Gesneni: 3arposy indopmauiinii iHdpacTpyKkTypi, 3arposu Gesmei
fepKaBHUX iHGpOpPMALIMHUX pecypciB, 3arpo3u JyXOBHOMY JKHTTIO CYCILIbCTBA,
arposH npasam i csobosam rpomansH. ladopmaniiina Oesmexa AK CKnanosa
HalioHansHo! Gesmexy. CriBBiIHOWEHHS | B3aeMO3B'A30K iH(popmalifiHol Ta IHUWHX
BUIIB DE3MeKH.

1.2. BusuaueHHs Ta saranpHi BnactuBocti iHdopmauii. Bumm Tta dopmu
npencrasienns ingopmauii. ITowsrrs indopmauiiinoro pecypey, inopmauiitoro
npocropy Ta iHpopmauiiiHoro cysepenitery. Buanm indopmauiiinnx pecypcis:
HaLioHAIbHI, AepsaBHi, ocobucTi Towo. Kareropii iHdopmMauii 3a pexxHMOM J0CTYTY.

1.3, Meromonoriudi, TEXHONOTIYHI, TEXHIYHI Ta oOpraHisauiiini OCHOBH
PO3BUTKY iH(PACTPYKTYPH E€IAMHOrO iH(OPMAUIHHOrO NPOCTOPY JepiKaBy. CyuacHi
npobnemu.  TIpMHUMITH nodyaoB  Ta  (YHKUIOHYBaHHA  iHdopMaLliHUX,
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iHpopMalliiHO-aHATITHYHKUX, MOLIYKOBUX CHCTEM i Mepexx. Mogeni gocryny Ao
indopmartii.

1.4, Indopmaniitui Texsonorii Ta inpopmaniiina Gesneka B cdepi ACpAKABHOrO
yOpasiiHHs, OCBIiTH, €KOHOMIKH, (iHaHCiB, npomuciioBocti  Towo. [loHATTA
KPUTHYHHX iH(PacTPYKTYp, KPUTHYHHX indopmatiiinux iHppacTpykryp. OcHOBHI
3arpo3d  KpUTHYHMM iHQOpMalifiHHM pecypcaM, METO/H X BHABJIEHHA Ta
He#Tpanizawii.

1.5. OcnoBHi BumM iH(GOPMALiHHO-TEXHIYHOrO BILUIHBY B KOHTEKCTi €IHHOTO
iHopMallifiHoro npocTopy Ta CyyacHHX iH(opmauifHHX pifin. OCHOBHI MeTOJIH,
3acobu Ta TeXHONOriT Horo 3ilicHenHs. PekoMenaalil Io/I0 3aXHCTY.

1.6. Tlousirrs impopmautiitioi Bifiny, iHbOpPMALIHHO-NCHXOJOTIYHOTO BIUIMBY,
indopmauitinoi 36poi, neuxorponHoi 36poi. Tunu indopmaiiinux BifiH, OCHOBH 1X
pesieHHs. THMOBI TakTuky Ta crpaterii. Kanani MaHiny/IsSTHBHOTO BILIHBY Ha JHOACH,
CYCIJILCTBO Ta iepkaBy. Pexomenfaiii oo 3axHery.

1.7. KiGeprepopusm Ta cyuacHi 3arposu B LiH cdepi. OCHOBHI TOHATTH
(kibepnpocrtip, kibep3arposa, kibepaTaka TOUL0). 3aranbHUH OTJIAM CyYaCHHX npobiem
kibepanmounnnocti. Knacudikauis — kiGep3noumHiB  BIANOBIAHO A0  YHHHOTO
BITYM3HAHOTO TA MIKHAPOIHOTO 3aKOHO/ABCTRA.

1.8. 3akon Ykpaiun «Ilpo ocHOBM HauioHanbHOT Oesnexn Ykpainw». [ToHaTTa
iQopmauifinoi chepy Ta HauioHanbHOT Ge3neku. 3arpo3u HaliOHATLHUM IHTEpecaM
Vkpaiuu B indopmauiiiHii cdepi.

1.9. 3akon Vkpainu «[Ipo 3axuct inopmMallil B aBTOMAaTU30BAHHX CHCTEMAX).
O6'extn 3axucty. Cy6'ext BigsocnH. Komnerenuia opradis [epiKaBHOI BIIajH,
OpraHiB MICLEBOTO CaMOBpsyBaHHA Ta IX mocajoBux oci® y cdepi OXOpoH#
[epKaBHOT TaeMHHLI. 3AiliCHEHHA npaBa BIACHOCTI HA CeKpeTHY iHdopmallio Ta if
MaTepianbHi HOCIT.

1.10. 3akon VYxpaiun «llpo jgepxaBdy Taemuuion. OOMexKeHHA Ha
ONMpUTIOAHEHHs cekperHOi iHdopmanii. [Ipasa peKXWMHO-CEKPETHHX BIAILIIB.
[ndopmalisa, WO He MOXe OyTH BilHECEHA [0 JIepKaBHOI TAEMHHMII. 3aBJaHH:
PEKUMHO-CEKPETHHX OpraHis.

1.11. Kpuminansuuil komexc Yxpainu. PosronomieHHs aep:KaBHOI TAEMHHILL.
Brpara JOKyMeHTIB, 110 MIicTATE JepkaBHy TaeMmHulio. [lepemaua abo 36upanHs
BiZIOMOCTEH, 1110 CTAHOBAATH KOH(IAeHIHHY iHDOpMalLito, AKa € BIACHICTIO AepKaBH.

1.12. 3axon Ykpainu «IIpo goctyn go my6aiunol indopmatiin, Mera i cepa aii
sakony. [Tonstrsa mybniunoi indopmauii. [Tpaso Ha noctyn g0 nybnivHoi indopmartii
Ta NpUHUKNHK Horo 3abe3nedents. KoHTpons 3a sabesneyeHnsm goctymny Ao myGnivHol
indopmanii, Cy6'extn BigHOCHMH y cdepl gocrynmy o nyOmiynoi iHdopmatii.
Posnopsaanuky indopmauii Ta ix o6os's3ku. loctyn no indopmauii npo ocoby.

1.13. 3akon VYkpainn «lIpo HaykoBo-TexHiuHy iH(opmauiton. BuinauenHs,
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CKIaJ Ta 3aBJAaHHA HalUIOHANBHOI CHCTEMHM HayKOBO-TeXHiYHOI iHpopmauii.
Iupopmaniiini pecypcH HauioHaNbHOI CHCTEMHM HAyKOBO-TeXHidHOI iHdopMalii.
VMoBu HajaHHg iHdbopMauiiinoi npoaykuii Ta nocnyr. JlepxabHa nonituka y cdepi
HAYKOBO-TEXHIUHOI iH(opMauil: aepkaBHa miATPUMKAa HayKoBo-iH(popMmauiiHol
nisnsHOCTI. 3abe3neyeHHs cyBepeHiTeTy YKpaiHu y Uil cdepi.

1.14. 3akon Vkpaiun «[lpo 3axuct nepcoHanbHUX AaHuX». [loHATTA
MepcoHaIBHUX 1aHHX, iX 00pobxu. Cyd ekt nepcoHanbHUX AaHHX. OO0 €KTH 3aXHUCTY.
3aranbHi Ta ocoOmMBi BUMOTrH 10 06pobKkH nepcoHanbHuX maHux. JlepikasHa cimyxOa
YKpaliu 3 THTaHb 3aXHCTY MEPCOHATBHEX JaHMX, CTPYKTYpa Ta QyHKLIL.

2. 3atezneuyeHHsn 6e3nexu indopmauii B indopmaniliHux, TeeKOMYHIKaUIHHHX
Ta indopmaniiiHo-Te/leKOMYHIKAUIIHUX cHCTeMAaX

2.1. OcHoBHI nosATTa Oe3nexu HPOpPMALIAHO-TENEKOMYHIKAIIHHUX CHCTEM.
AxryanbHi npobnemu 6esnexu indopmauiiinux pecypeis y mepexi Inteprer: 3aranbHa
XapaKTepHCTHKa Ta Cy4YacHi Meromu iX BupiulleHHd. Amnani3 3arpos Gesneuni
indopmatliiiHo-TenekoMyHikauiituux cucteM. [Todynosa moesni 3arpos Ta NopynIHHKa
Besnexu.

2.2. Pozpobka koHuenuii i nonituky iHdopmallilinol 6e3neku iHpopManiHHo-
TenexoMyHikaliiHux cucreM. Eranonna mozgens OSI. CniBBiAHOIIEHHS BiATIOBIAHHX
pieuiB mogeni OSI i crexy npotokonis TCP/IP.

2.3. 3axuumieni pipryanbhi kananu. Kanansuuit pisens moaeni OSI (nporokonu
PPTP, L2F, L2TP Touo). Mepexesuii Ta ceancosuit pisai mozen OSI (npoTokonu
SSL, Socks, S/Key To1o).

2.4. Tlporokon IPSec. Apxitektypa 3acobiB Oesnexu nportoxony IPSec.
[TpoTokonu 3arooBKy ayTeHTH}IKaLiT Ta IHKANCynbOBAHOTO 3aXUCTY.

2.5. Ocobnupocti HanaumrtyBaHHa ©0a30BUX napamerpiB  (QyHKUIOHYBaHHSA
Gpanamayepa y pisHux onepauifinux cucremax. DyHKuioHanbHi 0codaMBOCTI Ta
KpUTEPiT OLIIHKH MDKMEPEKEBHX EKPaHIB.

2.6. Tlomarrs sipryanbHoi npuBartHoi Mmepexi. Kiacudixauis ta OcHOBHI
dyukuii. OcobnuBocTi iX 3acTocysaHHs A Gesneky aepkaBHux iHdopmauiiHux
pecypeis. [To6ysosa 3axumenux VPN: na 6asi cneuianizopaHux anaparux 3aco0is,
MiZKMepeKeBHX eKpaHiB Ta MapIlpyTH3aTOPIB.

2.7. Tlouarrs Ta knacudikauiss  Oe31pOTOBMX  TeXHONOrH  3aXHCTY
indopmauiiinux  pecypeis. Buam  arak  ma  Gesmporosi  indopmauiino-
TeNleKOMYyHiKaliiiHi chcTeMH Ta MeToau BUNpoOyBaHHs ix ctiiikocti. [TopiBHANLHUHA
ananis Texnojoriii 6esmporosoro 38’a3ky IEEE 802.11 ta 802.16 3 Touku 30pY
indopmauiiinoi 6e3nexu.

2.8.  OcHoBHI TePMiHH Ta NOHATTS KpUNTOrpadiuHOro 3axucty indopmauiituux
pecypeis. Knacudikauia wudpis Ta OCHOBHI BUMOTH 10 HUX. Pexumu windpysanus.
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[TonsTTs OBUHCITIOBAIBHOT, NPAKTUYHOI T TEOPETHKO-1H(OPMALIIHHOT CTIAKOCTI.

2.9. CumerpuyHi kpuntorpadiudi anropuTMH, MpPHHIMIK T0OYI0BH Ta
ocobmueocti ix 3acrocysanHs. Knacudikauis GnokoBux Ta moToxoBux wmdpis.
AHani3 cyyacHHX anropuTmis i3 cekperum kmoueM (AES, JICTY 7624-2014, RC6 1a
IH.).

2.10. CytnicTs npobaeMu posnoiny Kmodis mudpyBaHHs Ta cydacHi cnocobu
ii BUpilieHHs (acHMeTpH4YHa KpUnTorpadis, KBAHTOBMH pPO3MOALI KIHOHIB TOLIO).
Meton posnoniny kmodis [idi-Xenmana (npuknan). [Hmi cxemu po3noginy KIo4is.

2.11. Acumerpuuni xpuntorpadiudi anroputmu. [lpuHuunu nodynosu Ta
ocobnuBocTi 3actocyBanna. [loHsTrs Ta NpUHUMNK BUKopHcTanHA NP-ckiaaHux
3aja4y B acHMeTpuuHiii kpunrtorpadii. Kpuntocucrema 3 BinkputuM Kmodem RSA
(npuknan). CyTHiCTh acCMMETPHYHUX KPHITOrpadiuHUX MepeTBOpeHb Y Kidbli HITHX
uucen, nosax [anya Ta y rpyri TOMOK eNinTHYHHX KPHBHX.

2.12. EnextpoHHuii umdpoeuii miamuc Ta Horo 3sactocyBaHHs. CraHaapT
enextporHoro mudposoro migmuey (JICTY 4145-2002, ISO/IEC 14888-3(15946-2),
FIPS 186-3 Tta in.). Cucrema eneKTPOHHOrO UM(poBoro mianucy Ykpaidd Ta 1i
3aCTOCYBAHHSA /Il 3aXHCTY AeP/KaBHHX iHhOpPMaliHHUX pecypeiB.

2.13. Kgaurtosa kpuntorpadis. [IpuHLUMNK Ta OCHOBHI MPOTOKOAH. KBaHTOBHH
PO3MOALT KIKOYIB Ta KBAHTOBHH INpPAMHH Hezneynuid 38'930K. OCHOBHI MOHATTH,
NpHHLKIK Ta npoToxony. [TpuHiupny nobyI0BH Ta 3aCTOCYBAHHA KBAHTOBHX CHCTEM
3axMCTy iHpopMaLlil.

2.14, Atakn Ha kpunrorpadiuni cucremu. Ilonarrs Ta xnacuikamis.
KpunToananis kiacudaux mudpis. Kpunroanams cuereM WHppyBanHs 3 BIIKPHTHM
gmoyeM.  HosiTei  TexHonorii  KpuntoaHanizy — (KBaHTOBI  @lFOPHTMH,
CYMepKOMII I0TepH Ta HelPOHHI MEPeXi).

2.15. TlonsTrs Ta 6Ga3oBi TepMinu creraHorpadiuHoro saxucty indopmauii.
Kpurepii creranorpadiusoi crifikocTi. 3acTocyBanHs cTeraHorpadiuHux METOZIB A/
saxucty iHdopmauiitaux pecypeis. Lludposa Ta komn'ioTepha creraHorpadis
(npuHMnM Ta 3acrocyBanHsA). OCHOBHI aTakk Ha creraHorpadiuHi CHCTEMH 3aXHCTY
iHopmauli.

3.  VYnpasainus indopmauiiinoio de3nexor

3.1. Konuenuis HauioHansHoi Oesnekn Ykpaiuw. 3arposd  HauioHanbHIH
Gesneni Ykpainu B iHpopmauiiinii chepi.

3.2. XapakrepucTHKH 3axHuleHocTi indopmauiiinux pecypeis. Moaens CIA.

3.3. 3arposu Oeaneni mepkashuX iH(opmauifinnx pecypcis. Tunosi
ypasnuBocTi iHGOPMALIAHMX Ta KOMYHIKALIHHAX CHCTEM, NPHYMHM iX MOABH.
Knacudikania atak Ha JIepkaBHi pecypeH.

3.4. Tlonarrd Ta KaTeropusauia JAepkaBHHX iHQOpMaUiHHHX pecypeis.
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Berynue BunpoGyBaHHs Mae Kanidikauiinui xapakrep.

[1Ikana ouinoBanHs: HaionansHa Ta ECTS.

PEMTHUHIOBI OLIIHKH
Bukonanisi OKpeMHX 3aBAaHb BCTYIMHOTO BHNpoOyBaHHS

2. KPUTEPII OLIITHKOBAHHA NIATOTOBJEHOCTI BCTYITHUKIB

Buj nag4yanbHoi poGoTu MakcHManbHa BeIMuHHA peiTHHIoBoT ouiHKM (Dann)
Bukouanus 3apaaHHs Ne | 50
BuxoHauHs 3asganus Ne 2 50
Bukonauus sagnadHs Ne 3 30
BukoHaHHs 3apnaHHs Ne 4 50
Yeworo 200

3HayeHHs PeliTHHIOBHX OUIHOK 32 BHKOHAHHS 3aBIaHb

BCTYIHOTO iCMHUTY Ta IX KpuTepii

Ouinka Bukonanus zapaanus Nel,2,.3.4
BiaMiHHO 47,5 - 50
Hobpe 43,75 - 47,25
3an10BINLHO 2525-43.5
HesanoBiibHO 0-25

Bianosianicts peHTHHIOBHX OLIHOK
y Gajax oiHKaM 32 HAUIOHAJBHOIO LIKAI0N0

Ouinka B Banax IMoscHenus
Bigminso

199- (BiAMiHHE BUKOHAHHS JHILE 3 HESHAUHOK KibKICTIO

200 MOMHIOK)
120- 175- _ Hobpe o Berynue

00 189 (B 3arankHOMY BipHE BHKOHAHHA 3 MEBHOIO KiNbKICTIO BHNpoOyBaHHA
2 CYTTEBHX MOMHJIOK) CKAAeH0
3ajoBinbLHO
111}11‘.1- (Henoraxo, ane 3i 3HaYHOIO KUIBKICTH) HE{I‘DHiKiB Ta
1a/0BOJILHAEC MIHIMATLHUM KpUTEPifM)

0-100

Berynue BUIPoOYBAHHA He CKIANCHO
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